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The attacks of 11 September 2001 did not fit the popular paradigm
of terrorist attack. No one expected U.S. Armed Forces to fight their
next war on U.S. soil. The author describes steps U.S. Army, Pacificin
conjunction with federal, state, and local governments and agencies are
taking to deter or respond to terrorism in the Hawaiian |dands.

N 11 SEPTEMBER 2001, | wasat an Army

conference at the Double Tree Hotel in Crys-
ta City, Virginia, just across from the Pentagon,
when we learned that two aircraft had struck the
World Trade Center Twin Towers in New Y ork.
While we were attempting to verify and track the
story, we learned that an explosion had just occurred
a the Pentagon.

We ran outside to a huge black plume of smoke.
| reached for my cell phone to call my wife to let
her know that | wasfine. | quickly discovered, dong
with thousands of other cell phone subscribers, that
| could not connect. | ran up to my hotel room where
| finaly got through. | then went over to the Penta
gon crash site to see what | could do to help.

| found cool heads in the midst of a chaotic
scene, al trying to organize themselves. Hundreds
of military and Department of Defense (DOD) em-
ployees were outside the Pentagon, trying to orga
nize themsalvesinto litter teams. First responders—
emergency medical service teams, firemen,
policemen, Pentagon security personnel, and the
FBI—were working their lanes. All were trying to
help, but it quickly became evident that there was
no central point for overall coordination. 1 knew
there would be a need for military support in the
form of manpower, communications, and logistics,
so | approached an FBI agent and asked, “Who's
in charge?’ After glancing around, he replied, “I
guess| am?’

Wheat | did not reglize at the time, but discovered
shortly afterward, was that what the agent really
meant was that the FBI was in charge of the crime
scene. The FBI was not in charge of the immediate
crisis. Firemen, trying to put out the fire, were ac-
tudly in charge of that particular task, and | found
out later they typicaly provide the incident com-
mander in these types of disasters. That was not
clear to most of us at the time.

Meanwhile, policemen were securing the area,
and medical teams were organizing themselves for
triage operations while identifying routes in which
to evacuate the wounded and locations for a tem-
porary morgue. Search and rescue teams were as-
sessing the building for the best way to find survi-
vors, extract the dead, and stabilize the building for
safe entry. Pentagon employees, both military and
civilian, were organizing themsdvesinto litter teams
and were awaiting the word to enter the building—
word that didn’t come until well after they werere-
lieved by soldiersfrom nearby Fort Myer, Virginia

When | asked the same FBI agent if he had
communications, he pulled out a cell phone, and
his telling expression made clear that his phone had
failed him more than a few times as well. Cell
phones are unreliable in alarge crisis situation be-
cause everyone aware of the incident is using
them simultaneously.

Inthefirst hour after the crash, therewere at least
two aertsto move away from the Pentagon because

May-June 2002 e MILITARY REVIEW



of another inbound airplane
purportedly targeting Wash-
ington, D.C. We learned
later that it was United
Flight 93, eventudly forced
down into a Pennsylvania
field by heroic passengers,
an act that undoubtedly
saved many lives on the
ground.

Over time, the U.S. Army
cobbled together a com-
mand and control cell led
by the 3d Infantry Regi-
ment—the Old Guard—
from Fort Myer. We
placed its command ve-
hicle in the center of the
field, facing that burning,
gaping hole in the Penta-
gon, an image that was
becoming al too familiar.
We then assigned each of
the responding agencies a
radio-equipped Army liai-
son officer. We told first
responders to request mili-
tary support through their
liaison officers, who would
communicate this need to the command post. The
command post would then attempt to source that re-
quirement from the many DOD installations from
throughout the Military District of Washington.

Over the next few hours, the Army aong with
many other agencies provided medical support,
food, water, fuel, generators, lights, cabling, shor-
ing material, and manpower in support of a
multiagency effort, and by nightfal, thefield in front
of the crash site looked like a miniature city.

Why do | tell this story? It is because in the &f-
termath of the tragic incidents of 11 September, we
learned that some of the same challenges exist right
here in Hawaii and, | suspect, in most other com-
munities across the country. The U.S. military is
trained and equipped to fight this nation’ swars, but
none of us expected that the nation’ s next war would
be fought within the geographic borders of the
United States. Our very heartland is under attack,
and al of us must be as ready as possible for the
next strike. In one sense, the efforts in the United
States are more complex and more uncertain than
those faced by the brave and very capable U.S.
forcesin and around Afghanistan. We do not know
when or where the next strike will occur, o we must
be prepared to detect, deter, and defend those as-
setsthat will ensure our ultimate victory inthiswar.

US Army
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A small aircraft response and security meeting shows representatives from

the Army, Navy, Air Force, Coast Guard, Marine Corps, State Civil Defense,
Oahu Civil Defense Agency, FAA, Aviation General Council, Airport Security,
Honolulu Police and Fire Departments, and Hawaii National Guard.

JRAC-HI has fine-tuned its procedures for
providing military support to civil authorities (MSCA) in the
event of a natural or man-made disaster. As the executive

agent for MSCA in Hawaii, American Samoa, and
neighboring islands, JRAC-HI provides a defense coordi-
nating officer to coordinate military support of civilian
consequence management operations.

TheU.S. Army, Pecific (USARPAC), in partner-
ship with local, gtate, and federal authorities, has
developed a plan of preparedness for the state of
Hawaii. The commander in chief, Pacific Command,
hasidentified USARPAC as the executive agent for
joint rear areacoordination (JRAC). Thistask isnorm-
aly accomplished in awartime theater of operation,
but in this casg, it isbeing accomplished for Hawaii.
Teaming with local and state civil organizationsand
federal agencies, JRAC-Hawaii (HI) has accom-
plished a significant amount since 11 September.

JRAC-HI isprotecting its military installations by
reducing and restricting entry points using roving
patrols. Guard duties have completely changed.
Guards must now understand the changing dynam-
ics of a more dangerous world and must learn to
expect the unexpected. Military installations world-
wide are now on the front lines and are the subject
of surveillance and probes more than ever before.
Guards must be more aert to activities both on and
off the ingtdlations, and they must constantly vary
security procedure patterns to eliminate predictabil-
ity. They must also be linked to local law enforce-
ment and must be the beneficiaries—and target au-
dience—of a regular joint and interagency
intelligence summary. Because of these changing
conditions, JRAC-HI reingtituted more formalized
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A soldierpresents his
ID card*to the Schofield
Barracks gate guard
upon arrival in the
morning.

The U.S. military is trained and
equipped to fight this nation’s wars, but
none of us expected that the nation’s
next war would be fought within the
geographic borders of the United States.
Our very heartland is under attack, and
all of us must be as ready as possible

for the next strike.

guard mounts and ingtructions that are tailored to
the current operationa environment.

JRAC-HI hasidentified mission-essentia or vul-
nerable areas (MEVAS) both on and off ingtala
tions. MEV As arefacilities and capabilitiesthat are
essential to accomplishing the military misson. The
MEV As have been thoroughly assessed and secu-
rity needs addressed. Tailored after general defense
plan battle books from the Cold War in Europe,
MEVA folders detail every aspect relevant to de-
fending these critical sites. Local civil authorities
have done the same with more than 150 of their own
MEVAs, and both the civil and military authorities
regularly conduct Site surveys.

JRAC-HI has fine-tuned its procedures for pro-
viding military support to civil authorities (MSCA)
in the event of a natural or man-made disaster. As
the executive agent for MSCA in Hawaii, Amei-

US Army

can Samoa, and neighboring idands, JRAC-HI pro-
vides a defense coordinating officer to coordinate
military support of civilian consequence manage-
ment operations. Even before 11 September, JRAC-
HI maintained a close relationship with loca and
state government leaders who can leverage many
standing MSCA concepts and plans as the JRAC
operation comes together. JRAC-HI’ s participation
in steering committees and plenary groups, such as
the Hawaii Emergency Preparedness Executive
Committee, the Hawaii Energy Council, and the
Joint Armed Services/State of Hawaii Civil Defense
Coordinating Committee, isinstrumental in sharing
information and developing joint and civil-military
solutions to emerging challenges.

JRAC-HI has established quick reaction forces
(QRFs) drawn from both U.S. Marine Corps and
Army units. These QRFs can move on short notice
by air or road to any place in the gate to provide
additional security or to assist in any other way.
While we await adjudication at the nationd level on
the proceduresfor employing these forcesin domes-
tic dtuations, we are regularly conducting joint train-
ing with civil authorities.

JRAC-HI hasworked to identify seamsin its col-
lective efforts to secure Hawaii and the great people
who live here. This coordination istaking place with
al the military services in Hawaii, state and local
civil defense, U.S. Coast Guard (USCG), Nationa
Guard, Honolulu Police Department, fire depart-
ments, and a host of other local and federal
government agencies such as the state hedlth and
transportation departments. Also included in this
effort are the FBI, Immigration and Naturalization
Service (INS), U.S. Customs Service (USCS), and
the Federal Aviation Administration (FAA) as
well as selected private firms and enterprises in-
volved in supporting Hawaii’ s critical infrastructure.
The Joint Interagency Planning Group, established
by USARPAC within days of the attacks, has

JRAC-HI

Centralized Joint Interagency Communication l
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CIP — Command Information Program
TREX — Training and Exercise Program
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US Coast Guard

A utility boat from Coast
Guard Station Honolulu
escorts the USNS Sumner
out of Honolulu Harbor.

Hawaii has geographlc advantages because of its isolation that affords
tighter control and access; a large military presence with a military commander in
chief; all four armed services; and the USCG in close proximity, already accustomed
to working together and with local, state, and federal agencies and officials.
Just as important, however, is the spirit of ohana, or family, that helps people
transcend normal bureaucratic and cultural barriers.

been the principal driver behind this effort.
CINCPAC fielded an automated system called
area security operations command and control
(ASOCC). This system is an interactive computer-
based system designed to provide Situationd aware-
ness to commanders and collaborative planning ca-
pabilities for use with civil authorities. ASOCC can
provide graphic and imagery-based photographs and
maps with supporting data, collaboration capabili-
ties, alog and aert function, the ability to display
time-phased force deployment data, and ameansto
access and display updated information from web-
based status boards and databases. ASOCC is cur-
rently fielded at USARPAC and at the U.S. Pacific
Command (USPACOM). It provides JRAC-HI with
acommon operationa picture that monitorsfriendly
forces developing situations and activities, both
military and civil. Hawaii plansto acquire 12 more
systems for fielding to the civilian sector.
USPACOM has aso fielded a communications
interface system called the Pacific Mobile Emer-
gency Radio System (PACMERS). PACMERS es-
tablishes a narrow-band frequency, land mobile ra-
dio system in Hawaii and Alaska. This system will
alow first-responding emergency medical service
providers, fire departments, and police departments
to communicate securely with the military and each
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other through interoperable radios. PACMERS has
two critical advantages: it isaradio “trunked” sys-
tem, and it can interface to emergency 911 systems
and other legacy networks. A trunked system isone
that efficiently shares frequencies, which enables
multiple, separate talk groups to access the network.
With PACMERS, there may be as many as 149 talk
groups on the network, some of which will be dedi-
cated to homeland security. PACMERS isd o air-
and sea-compatible.

Lieutenant Genera E.P. Smith, commanding gen-
eral, USARPAC, has dtated that “the two key pil-
lars of JRAC-HI are intelligence fusion and stan-
dardized training models.” To support these pillars,
JRAC-HI has taken the following actions.

JRAC-HI stood up a 24-hour joint intelligence
support element and a counterintelligence and law
enforcement coordination cell to fuse, synchronize,
and coordinate force-protection reguirements; local
law enforcement information and activities; and, as
the law permits, selected domestic intelligence and
information across a broad spectrum of sources. The
information is analyzed and the results are made
available quickly and efficiently using secure
Internet links to military audiences and the FBI, and
alaw enforcement-sengitive category of the report
goesto the civilian sector. Thisunclassified verson



Chemical specialists
analyze samples taken
by a decontamination
team during a drill of
the weapons of mass
destruction emergency
response team.

JRAC-HI has established a
multiagency training program and has
already completed seven major training
exercises with more planned. Scenarios
are designed to exercise quick-response,
general security awareness and military
support to civil authorities. JRAC-HI
will continue to improve these
procedures through more complex
and inclusive exercises.

uses a password-protected site on the Asia-Pacific
AreaNetwork, awebsite that USPACOM manages.
It isdisseminated to local, state, and federd law en-
forcement agencies, the Honolulu mayor’s office;
the Hawaii state governor’s office; the USCS; the
INS,; the Federal Emergency Management Agency;
state civil defense; and the outlying is-
lands' county civil defense and police
departments.

JRAC-HI has established a multi-
agency training program and has al-
ready completed seven mgjor training
exercises with more planned. Scenarios
are designed to exercise quick-response,
general security awareness and military
support to civil authorities. JRAC-HI
will continue to improve these proce-
dures through more complex and inclu-
Sve exercises.

JRAC-HI worked with state civil de-
fenseto develop acivilian verson of the
military’ s force-protection condition rat-
ing system for use in civilian commu-
nities. Within 30 days of 11 September,
Hawaii established a color-coded sys
tem that the Office of Homeland Secu-
rity used as the model to develop the
national Security Alert System.

US Army

AFOSI — Air Force Office of Special Investigations
NCIS — Naval Criminal Investigative Service
DIA — Defense Intelligence Agency
USAIA — U.S. Army Intelligence Agency
USMC Cl— U.S. Marine Corps Counterintelligence
RTCAE — Regional Technical Control and Analysis Element
KRSOC — Kunia Regional Security Operations Center

JRAC-HI isworking with dl municipa, sate, and
federal agencies to help establish an FBI-led joint
terrorism task force (JTTF), atask directed by the
U.S. Attorney Genera well before 11 September,
and with atimeline to have every office nationwide
established by 2005. Thisvery important office will
open in Honolulu during summer 2002. DOD’sin-
telligencerolein JTTFs should capitalize on two of
our core competencies: our ability to electronically
move large amounts of information securely and our
anaytical capabilities.

JRAC-HI indtituted a significant information op-
erations campaign and outreach program to inform
the community and its leaders about JRAC-HI and
how it islinked to civilian government efforts.

All of these initiatives have been a chalenge to
implement, as these agencies have not historically
worked together. What is being done in Hawalii is
amicrocosm of what Director of Homeland Secu-
rity Tom Ridge is facing on a national scae. Ha-
wali has geographic advantages because of itsiso-
lation that affords tighter control and access; alarge
military presence with a military commander in
chief; al four armed services; and the USCG in
close proximity, aready accustomed to working to-
gether and with locdl, state, and federd agenciesand
officias. Just asimportant, however, isthe spirit of
ohana, or family, that helps people transcend nor-
mal bureaucratic and cultura barriers. Because of
the unique circumstances in Hawaii, we are quite
possibly ahead of the national effort. Even o, that
does not mean Hawaii cannot use help. For ingtance,
we could—

e Deploy, subject to legal approval, remotely op-
erated, closed-circuit cameras to zoom in on suUspi-
cious activity and take till photography that could
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Figure 2

/Countermeasures

Sharing information is essential to

detecting, deterring, and defeating a terrorist threat.

JICPAC — Joint Intelligence Center, Pacific
USSS — U.S. Secret Service
DEA — Drug Enforcement Administration
CID/PMO— Criminal Investigative Division/Provost Marshal Office
FEMA — Federal Emergency Management Agency
BCs — Base Clusters
RCERT — Regional Computer Emergency Response Team-Pacific
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then be compared rapidly against a nationa data
base of either faces or other criteria such asvehicles
and license plates.

e Employ detection dogs or electronic sniffers
that can quickly detect explosive, chemical, or bio-
logical materials.

e Reconsider the way loca area networks are
currently linked to determine which municipd, ate,
or nationa networks should be in the loop.

e Edablish smple, secure, web-based training
for those on the front lines, whether civil or mili-
tary. This training would be available across mili-
tary, interagency, state, and local boundaries to en-
sure one standard and eiminate seams.

e Build an enterprise system that pulls diverse
networks under one umbrella to ensure we have a
common database and the ability to move data ef-
ficiently from one network or database to the other.

e Ingtitute a national standard for driver’s li-
censes with biometric identification features so that
they can unequivocdly be linked to their owners.

We need to continue to break down bureaucratic
barriers that may exist and realize that this enemy
will be looking for ssamsto explait. While we have
made a good dtart in Hawaii, | suspect there isin-
evitably gill some resistance in some quarters that
needs to be overcome. The events on 11 Septem-
ber changed the way we view nationa security in
ways we could only have imagined just a few
months ago. The nation must understand that we are
truly at war, and that thiswar on terrorismisalong-
term investment that requires mustering collective
talents and skills, and an unprecedented, seamless,
permanent fuson of municipa, Sate, and federal ca
pabilities. We are al anxious to see what the Of-
fice of Homeland Security will produce.

One of the things we absolutely cannot afford is
to allow the American public to become compla-
cent or impatient. President George W. Bush and
other leaders congtantly remind us that this war on
terrorismisonly initsinitid stage. We have along
road ahead.

The United States has done a significant amount
of damage to the al-Qaeda base of operationsin Af-
ghanistan, but this international terror network ex-
ists in many other countries across the globe—in-
cluding our own. AsBush stated, “wewill not falter
... and we will not fail.” Americans have a long
history of ralying around their flag in times of cri-

sis. Millions of Americans have heeded the cdll to
serve this flag and the nation it represents.

Service to nation is one of the powerful, centra
themes of Steven Spidberg's film “ Saving Private
Ryan.” It isthe story of asimple soldier, afictional
character, who epitomizes the values of the Ameri-
can soldier that Time magazine named as one of the
most prominent icons of the 20th century. In the
movie, three of four brothers are killed in combat, and
the remaining son— Private James Francis Ryan—
has jumped into France with the 101st Airborne
Divison. A squad of Rangers, led by Captain John
Miller, is sent to find him and bring him back.

After days of searching, Miller finds Ryan among
ahandful of paratroopers defending a bridge againgt
a larger, more powerful German force. Miller ex-
plains to Ryan that his three brothers have been
killed in combat and that Miller’ sordersareto bring
the remaining son home. Ryan refusesto leave, say-
ing, “Tell [my mother] | was here, and | was with
the only brothers | have left. Theré's no way I'm
going to leave this bridge.”

Miller and his men join the paratroopers. Al-
though the Americans defend the bridge success-
fully, Miller is mortally wounded. As helay dying,
Miller whispersinto Ryan'sear, “Earnthis. . . earn
this,” meaning, “Do not let my death or the deaths
of my men beinvan.” The movie endswith Ryan,
surrounded by family, visiting the Normandy graves
of his comrades 50 years later. With tears in his
eyes, he turns to his wife and says, “Tell me I've
led a good life. Tell me I'm a good man,” seeking
affirmation that he has indeed earned Miller's
sacrifice.

“Saving Private Ryan” does indeed affirm the
value of the sacrifice of al who have falen resist-
ing tyranny and oppression. The movie says a lot
about the indtitution to which many of the greatest
generation belonged—the United States Army—
the one to which many of us belong today. And
Ryan personifiesthe values of that ingtitution: loy-
alty, duty, respect, safless service, honor, integrity,
and persona courage. These core values enable us
to live in the greatest country on Earth. Do not be-
lievefor asecond that our forefathers are not watch-
ing to see how we respond to this latest threat to
our nation. It is the duty of every American to en-
sure we do not let them down. | know that we will
not because we are Americans. MR
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